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1.

2. FEERTTETLEIMEAIL. Services Hub # Azure 4T R9 1) T2 a vICERT IBLENDY FT,
Azure TRV ) T2 avEEHFLTHEWNMES, 1| DERTHIRENHY FET,
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EZ/HEREREO—ILTHAVENHYET) ORAYTEYY A=a—%41)v4 L. [Log Analytics
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B Microsoft Services Hub ~ Home Contract ~ Support ~  Services + Health - Learning - ‘ p| Qv @~/ o
< Workspaces

Microsoft Unified Support Advanced Active support requests 'I 6 Free On-Demand Asst Edit Profile

My Corp

Setup & CI

Edit Log Analytics Workspace

Total support requests Customer Activity Power BI [y
Available services Contract details 3 new cases Sign up
Goals Overview/Edit
. Sign out
Support Contacts (4) Support W = Proactive Serv.

4.

A—Fy bk Azure HTRH )T aVEERLET (FOyTEADY YR KIE, BENOTHIV H
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Pre-Configure Assessments

Identify your Azure subscription and Log Analytics w

il

Choose your Azure subscription Choose your Log Analytics workspace Configure your assessments
2 3

Only users who are both Azure subscription owners and are either an Log Analytics workspace owner or contributor may enable assessments.

Azure Subscription - My Azure role

Select from list

To use de

5 grou
Step 2: Click on "Use Demo Assessments” button to link

>
e [



https://serviceshub.microsoft.com/

5. MBI TEAT S Azure Log Analytics 97— AR—XZ KOy TE oY JRMMSZERL, BRIZHE
BEnt=-tDZEBFLTHENMES., [FHHREKR] Vo209 y 9 LTHRIZERLET, 7T—H9 AR—
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Pre-Configure Assessments

rintion and Log Analvtics workspace to enable assessments

il

Choose your Azure subscription Choose your Log Analytics workspace Configure your assessments

© o 3

Only users who are both Azure subscription owners and are either an Log Analytics workspace owner or contributor may enable assessments.

Azure Log Analytics Workspace Name

[ Select from list v

Services Hub & Azure Log Analytics 7T—ORAR—RABDY) VO ZERBICHEILILIZCEZRTIINDELT, &
DTESEEIRTEINET,
6. [CZ&#HV Uy LTEMEICEET S] 21U v LT, SharePoint Online A > F7< > FEHMIE1ERK
LET

Pre-Configure Assessments

|dent fy your Azure s .';)m”r' on and Log Analytics workspace to enable assessments

il

Choose your Azure subscription Choose your Log Analytics workspace Configure your assessments

© ©

Congratulations!

Azure Log Analytics workspace. Now let's get started on configuring your assessment

Click here to navigate to your Assessments

7. BRHICHEIL SNT-EGEIBRIZH DIEEE, Services Hub R—aum s [EEH] KOy ITEHY A=a
—%#9 1y L., [F8l] ##RLTEEMFBEL. SharePoint Online DA T< 2 FEMZEERT S
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Critical alerts

Microsoft Unified Support Advanced Active suppa Update Center

=. Microsoft Services Hub  Home Contract ~ Support ~  Services v | Health Learning

0 more than |

M y C O r p Assessments

8. [FRTOFMERTT D] 27 Vv I L. IXNTOFHEERTT 2RENHYFT .

Available On-Demand Assessments

& & & & A

Active Directory Active Directory Active Directory Security ~ Active Directory Security ~ Azure Active Directory
Cperational Survey Survey ITDM Survey

Show all assessments

9. [0ffice 365 SharePoint] 4 v4o LEd,

A

Azure Active Directory
Operational Survey

1 3 3

Survey

Office 365 Exchange Office 365 Operational Office 365 SharePoint Office 365 Skype and

3

Teams

10. [FMEZEMT S]] 20Uy I LFET,

Office 365 SharePoint

The On-Demand Assessment - Office 365 SharePoint is a cloud assessment that analyzes and
provides guidance on operations, configuration and usage within an Office 365 subscription for
SharePoint. This assessment is recommended to help get the most out of your Office 365
investment. This service provides specific focus on collaboration and related technologies such as
OneDrive for Business.

Close Add Assessment

11. [§9 CEBET D] X—COFIRIZRK-T, FEizty b7V TTS
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SharePoint Online Assessment

The selected Assessment has no data, please go to

Azure Log Analytics to generate data. == Configure Now

i Remove Assessment

AREHEFLUVEY F7ZYTORXa AV MEEY O—FL., iDLy b7y TEREMNLDT—4

IREDFIEDEA ZHEEL T EEL,

Home > SharePoint Online Assessment Configuration

SharePoint Online Assessment Configuration
82019

) Refresh 38 Logs

SharePoint Online Assessment Configuration

There are two scenarios available to configure the assessment using Azure Log Analytics. Determine which scenario fits best
for your organization

1. OMS Gateway and data collection machine

This scenario is the most secure and recommended option to help protect privileged account cred which are used
he scheduled task configured on this machine needed to run the assessment. This scenario r computers,
One will be designated as the data collection machine, and the second machin be the OMS Gat this

scenario, the data collection machine has no Internet col

nnection and connects to the OMS Gateway to upload the data .
to Log Anal The OMS iy must have Internet access. This scenario is recommended for environments where O I C e 5 -‘-_-_-_-_-_"_
the Internet connection is cted from the data collection machine or where security is a concern due to

OMS https://go.microsoft.com/fwlink/?

schedule task requirement. For information about the OMS Gateway, g
linkid 830157

I

Data collection machine only

This scenaric can be used when the data collection machine can contact Azure Log Analytics directly. It requires one
computer that will be designated as the data collection machine ich must have access to the internet to upload data
to Azure Log Analytics. This scenario can be used in environments where the Internet connection is not restricted.

Your Steps

1. Click the link below to download the prerequisites and configuration documen

2 Follow the staps in the document to setup the machine to start the assessment.

T e e (e -
Lo Assessment Setup

download the Setup Assessment document. This document is referred to from the
ment and includes the steps to setup the machines for the scenario chosen,

3. Click the link below

on adding an a ow there are some prerequisites that
need your attention. Download this ument and follow the steps to setup your
machine, learn about the system requirements and check out the con

Congr

w It Works

» Data collection starts within an hour of setting up the assessment. guration at a

a " glance.
* Once data is collected, it will be automatically submitted to Azure Log Anslytics. 5

» Expect to see results in the Azure portal within four hours.
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1. Azure R—AJLT Log Analytics ICBEBILET ; TNER DT BICIE, [TRTOY—EXR] 29Uy
L. 745 — 74—JLFIZ TLog analytics] EAADLFET

Microsoft Azure

All services | Log analytics|

Create a resource

All services

» Monitor
# Log Anabytics | Jmn SR

* FAVORITES

B Dashboard

& Resource groups

B2 All resources

‘ Recent

. Monitor

& App services

B virtual machines (dassic)
M virtual machines

% sQL databases

BRI DBEET -V AR—RZERT S, FLEHFLIERLET,

Log Analytics

Create a resource Log Analytics
All services )
" Add == Editcolumns () Refresh
* FAVORITES
Subscriptions: Visual Studio Ultimate with MSDN — Don't see a subscription?

¥ Dashboard
| All resource groups

&%) Resource groups
1items
All resources

[

. Monitor

NAME

. App Services

ﬂ Virtual machines (classic)
8 virtual machines

S sQL databases

& Cloud services (classic)

2. [EHMRERE] 7A4a2&E9 Uy o LET,

Microsoft Azure

Create a resource Log Analytics e B MySPAssessments
Al services = = - -
t Add Edit columns

*  FAVORITES

B8 Dashboard

%) Resource groups

B Al resources

© Recent

© Monitor

& App services

A Virtual machines (classic)

B virtual machines

QL databases

@ Cloud services (classic)
General

@ subscriptions
& Quick Start

4 Azure Active Directory
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Blt. €y 7Py ITIIIT—Sc 2 PDTy T L— REMFD DA BD T, BFEDREFHEIFEIAET
o T ITTL—FIZIE, UTDEXFIEIZEFEFNEEA,

Microsoft Azure 2 Search resources, services. and docs

A Advanced settings
Adavancea setungs

| (. Connected Sources Windows Servers
|

1 WINDOWS COMPUTER CONNECTED
| \8 Data &, Linux Servers

3 - pace 1D and K
Computer Groups Azure Storage

© vonitor ; WORKSPACE 1D

& App services | Systern Geatier I9age54-a700-4367-bd3-c1abd9s220de

B virtual machines (dassic)
B virtusl machines PRIMARY KEY

SHVMEXAXRUNMIKW/2eXji1gxiTuly xS PiS | R

SECONDARY KEV

5. Ty 7Y TEEFTLT, I—Vz U bEA VAR M=ILLET,
6. KICEF R=UT Al #0UvHLFET,

‘_ﬁ! Microsoft Monitoring Agent Setup x

Welcome to the Microsoft
Monitoring Agent Setup Wizard

The installation wizard will install the Microsoft Monitoring Agent
on your computer. To continue, dose all other programs and
dick Mext.

7. FAMEVRAGFER-U TS5/ R ZzHEL. [ABTS] 20y I LFES,



ﬁ Microsoft Monitoring Agent Setup X

IMPORTANT NOTICE

Microsoft Software License Terms

MICROSOFI' SOFTWARE LICENSE TERMS -

MICROSOFT MONITORING AGENT

These license terms are an agreement between Microsoft Corporation

(or based on where you live, one of its affiliates) and you. Please read

them. They apply to the software named above, which includes the

media on which you received it, if any. The terms also apply to any

Microsoft

s updates,

« supplements. v
Print License Privacy Statement

== cance

AVAR=INETHILE— R—DT, BEDA VA=)V T F—ZLFEBELFREEFEL. [RA] %
2199 LEY,

‘_'@ Microsoft Menitoring Agent Setup X

Destination Folder
Select the installation folder.

Install the Microsoft Monitoring Agent in:
C:\Program Files\Microsoft Monitoring Agent),

Disk Usage < Back Next = Cancel

I—Szo by Py T AT 32 R=DT, [T—U 2 % Azure Log Analytics (OMS) (3%
B BdIATavERERLET, [RAN] 20Uy LET,

ﬁ Microsoft Monitoring Agent Setup >

Agent Setup Options
Spedify setup options for this installation of Microsoft Monitoring Agent,

Enable local collection of IntelliTrace logs (requires .NET Framework 3.5
or higher)
This installs a PowerShell inter face for gathering advanced application diagnostics data in
local MTrace files.

Connect the agent to Azure Log Analytics (OMS)

Connects the agent to the Microsoft Azure Log Analytics (OMS) service and lets you to
choose the workspace that the agent uses to register with. For more information, see
https: //www.microsoft.com/oms.

I:l Connect the agent to System Center Operations Manager

This connects the agent to System Center Operations Manager and lets you specify the
management group for which this agent will participate in monitoring.

cone conce




10. # Yy aR—FDHRTE R—COWMET, [EHESh-VY—R] 91y L. Log Analytics R—Z LD
D—HAR=R ID ¢T—HYAR—R F— (F547) ¥—) ZaE—LTHYFFET, (EVF: [
aF—] RavEIYvHI L, I—Szo bk vy hTPY T T4—=ILRIZBEYRITED),

11. [Azure Commercial] %;EIRY BH. F£7=1L Azure US Government ¥ 5 FZFERAL TULAIEEIE.
[Azure 59 K] FAy 748y A=a—h5 [Azure US Government] Z:EIRL. [0K] oY vH L
9,

WII‘IdDWS Servers itach any Wandows server or chent.

0 WINDOWS COMPUTERS CONNECTED

b P st Caduiesy . ARt A -2t - . A P 3
l:-;rl Magresclt Menitoring Agent Setug : C woad Wir Agent (64 bit) Download Windows Agent (32 bit)

Azure Log Anahytics
Connect the agent o an Anre Log Analytics workspacs,

You'll need the Workspace ID and Key to install the agent.
WORKSPACE ID

Workspace [0 [ T e S R

Workspace Key B EEEEEERREREAEREREREIR TS EREREREEE

Anse Clou: Anre Commencal PRIMARY KEY

Your workspace [0 and key are avalable within the Aznure Log Analybics portal. The Log SHEvMECEUhMAK Ky epa7 uly S Py
Analytics portal for Anure Commencial is at bitps: . microsaft, com foms/,
Chck Advanced o provide HTTP proay nx"quamr. SECONDARY KEY
Advanced
EtS: 03 firanaiOig) emn TyONUZCTaB0zT
Wher you dick Mext, these properties wil be valdated by the Anre Log Analytice
e OMS Gateway

If you have machines with no internet connectivity to OMS, download tt]
<Back

12. Microsoft Update R—> T, RE(CH LT [EHIOT S LEHRETHEEIZ Microsoft Update % {#
BAd35 (3R] ZB8RL. [kR~] 20V LFET,

j!_{‘;! Microsoft Monitoring Agent Setup *

Microsoft Update
Use Microsoft Update to help keep your computer secure and up to date

Microsoft Update offers security and important updates for Windows and other Microsoft
Products induding this product. Updates are delivered using your Automatic Updates
setting, or you can visit the Microsoft Update website,

(®) Lse Microsoft Update when I chedk for updates {recommended)

()1 don't want to use Microsoft Update

See the Microsoft Update FAQ at
http: {jupdate. microsoft. com fmicrosoftupdate fve/about. aspx?in=en

Read our Privacy statement online at
http: /jupdate. microsoft. com/microsoftupdate jve /privacy. aspx?in=en




13. [ YR F—=IDER/TT] R—OTEIRABTEHESEL.

[4 A —=N] 2099 LET,

ﬁ‘;! Microsoft Monitoring Agent Setup

Ready to Install
Click Install to begin the installation of the Microsoft Monitoring Agent.

If you want to review or change any of your installation settings, dick Back. Click Cancel to exit
the setup wizard.

Installation Settings:
Install Directory: C:\Program Files\Microsoft Monitaring Agent),

Azure Log Analytics Settings:
Workspace Id: cfaBe54-a70c-4a67-bda84-c4abd2a5220de

< Back Cancel

Install

et

14.

[Microsoft Monitoring Agent DBREMEEICETLELE] R—U T, [RT] #20UvILFT,

fi"ﬁ Microsoft Monitoring Agent Setup

Microsoft Monitoring Agent configuration completed successfully.

You can change agent settings in the Monitoring Agent section of Control Panel.

If this installation of the agent is connected to System Center Operations Manager, make
sure you configure the Management Server to allow manual agent installations. To change
this setting, in the Operation Manager console, dick Administration and go to Server
Security Properties in the Settings view.,

Additionally, you must approve the agent in the Pending Management view in the
Administration section of the console before rules can be downloaded to this agent from
the Management Server.

s}
1)

x

15.

5, I—DxURTIER, ROES5HEAYE—DFKRRL
Analytics Y—ERIZCEEIZEHELEL=,

5579 5&. aAY bA—)L /8%R)LIZ [Microsoft Monitoring Agent] METREINFET, FZ CHERLHE
BLT. T—Y x> % Log Analytics ICEELTLNAC

LEHERTEET, Log Analytics [CHEfRT
F 9 : Microsoft Monitoring Agent % Log
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16. MMA 4 —EXZBEELFET

CEDRHREHE L UVBHRD FFa Ay

Microsoft MoMonng Agent Name Description Status Startup Type Log On As
. 18} MessagingService_734424 Service supporting text messaging and ... Manual (Trig...  Local Syste...
_Qg;zstr:ﬁ:esr:rl\fn:e -S.;"; Microsoft (R) Diagnostics Hub Standar... Diagnostics Hub Standard Collector Ser... Manual Local Syste...
e .
Restart the service & Microsoft Account Sign-in Assistant Enables user sign-in through Microsoft.. Running Manual (Trig... Local Syste...
G Microsoft App-V Client Manages App-V users and virtual appli Disabled Local Syste...
) Manual Local Syste...
Description: Local Syst
The Monitoring Agent service '; = Oca.oyse
monitors the health of the compuy e it Network S...
The service may be configureg "' . Microsoft Passport Provides process isolation for cryptogr... Stop Local Syste...
momto'r thg he;l;l‘; of ot 1€k Microsoft Passport Container Manages local user identity keys used t.. Pause Local Service
Zg:z:t::.sll{nt:us "% ‘:*; Microsoft Software Shadow Copy Provi... Manages software-based volume shad... Sy Local Syste...
detection of G Microsoft Storage Spaces SMP Host service for the Microsoft Storage ... Network S...
this servj 1€ Microsoft Store Install Service Provides infrastructure support Local Syste...
::: Z &) Microsoft Windows SMS Router Service, Routes messages 0 app.. All Tasks > .. Local Service
) 16 Natural Authentication Signal aggregator service, that evaluate.. Local Syste...
8 & 5 2 y S Refresh
. - A =) .
17. UTICEET 74 NI —Z2HE LT
C:¥Program Files¥Microsoft Monitoring Agent¥Agent¥PowerShel |
I ¥ = | PowerShell
Home Share View
- v » ThisPC » Windows (C:) » Program Files » Microsoft Monitoring Agent > Agent » PowerShell »
[0 Name Date modified Type Size

# Quick access

| Configuration 2019 1:21PM  File folder
I Desktop - i o B
Microsoft.Assessments. AADApplicationManager 91:23PM File folder
‘_‘ Downloads % Microsoft MonitoringAgent.PowerShell 20191:21PM  File folder
(5] Documents & Microscft. PowerShell. Oms. Assessments 20191:23PM  File folder
&= Pictures *

Azure TEHLWLWMS 71 45—
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A

AFRATEDH L%

SIXE: New-MicrosoftAssessmentsApp/ication V> FDETHIZ, LITDHREFEN-L T.
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Internet Option

Security Settings - Local Intranet Zone X

General Security Privacy Content Connections Programs Advanced Settings

() Disable )
Select a zone to view or change security settings. @® Enable

g | ) Prompt
Q v % Scripting
Internet  Local intranet Trusted sites Restricted sites &(g)ctli)\'{:ascﬂptlng
é) Enab!
Local intranet () Prompt

S Sites
‘ This zone is for all websites that are : & Allow Programmatic clipboard access
= . () Disable

(® Enable
) Prompt
Security level for this zone & Allow status bar updates via script
(O Disable
(® Enable
Custom _ ' Allow websites to prompt for information using scripted window:
Custom settings. A Nicahin ¥
- To chanae the settinas. dlick Custom level. '3 >

19. LV K EHE URL AR ST BB AL, SharePoint Online Bt 242 —® URL ZXRD LS5 41E
HEEADY A MEMLET: https://tenantname—admin. sharepoint. com FEf=I%
https://admin. tenantname. com




Microsoft Assessment Azure AD 7 )5 —a iy b7y 793
BEME MA 7HhoU FDBE
1. BEEELELLT PowerShell #BE., T—2WETL U TREEITLET,

New-MicrosoftAssessmentsApplication

DRI YT EMNEFTEN., Global Administrator OERIFEBRDANERDOSNFET
2. Yy EABL. "Ny —DFA R —=ILLET,

EX Administrator: Windows PowerShell

0.0.1
The provider 208" is not installed.
nuget may be manually downloaded from
crosoft.PackageManagement . NuGetProvid
nt to automatical 1load i all 'nuget
[?] Help (default i

8.5.208.d11 and installed.

hizkY., AzurelD DT LEaA— EPa—ILEFAAM=ILET

EN Administrator: Windows PowerShell - m] X

nt . NuGetPr
all "nu o




3. BHRIBFHMIOUT FTIE. Global Administrator @7V L R#EREHE D7 HO U FEAALTLLEEL

o

Windows PowerShell
Copyright (C) Mi

PowerShellGet

The provider ‘'nuget v2.8.5.208' is not installed.
nuget may be manually downloaded from
https://onegetcdn.azureedge.net/providers/Microsoft.PackageManagement.NuGetProvider-2.8.5.208.d11 and installed.

[?] Help (default is "Y"): y
- Version 2.8.5.208
No AzureAD PowerSh i
Installing AzureADPr ¥« PowerShell module
PowerShell module DPreview installed - Version 2.0
Installing AzureRm P Shell module
PowerShell module m installed - Version 6.13.1

Windows PowerShell credential request.

Enter you Azure tenant credentials

User nage: [ﬁ x039694.onmicrosoft.com J!

Password: [ ey

4. PS: Windows Server 20xx MDIFEIE. IE EX 1) T ARIEZEDZTILENHIILE LNEEA

i PROPERTIES

—

5. AL VT EHE=-ODEENERRINDINDT, Global Administrator Z7H™H > b, NRXRT—KE KU MFA
aO—KFEFEALTLESWL



6. NFA Z2HDAvtE—CVDEIZ, 33—EYA AT EHLSICEHANKRRSNET, Global Adnin D&
BiEHRE MIFA O—FEFERALET

'nuget v 2
manually downl
dge.net
geManagement t
[S] Suspend
a -

ell module
D ew i alled -
ershell module

Sign in to your account

= Microsoft
Sign in

dmin@M3265%039694.0nmicrosoft.com|

No account? C
cess your account?

-in options

ment . NuGetProvider-2.8 dll and installed.
ad and install ‘nuget"®

Sign in to your account

4~ conToso demo
4 admin@m365x039694.onmicrosoft.com

Enter password

Forgot my password

7. FA 3—FZABLFT



8. GA 7HO b, "AT—FHEIUY WA I—FEFERALTHLS5—EQT A T HHODEENRTSINE

ight ) Corporation. All righ

the new cr shell httosi//

2.1
talled

kageManagement .NuGetP| r-2.8.5.208.d11 and installed.
and install *

ew installed - Ver
dule

interactively

Sign in te your account

4 contoso demo
admin@m365x039694.onmicrosoft.com

Enter code

[ We texted your phone +X X000000((32. Please enter
the code to sign in.

xxx123 X

9. Azure ZFU =L avDERNRET T HE. T —D#E L., Global Adnin 7hHH 2k, /8R7
—FELXV MNFA O—FZFERALTES—ER0JA VT 5-HDOBEEARTINET,
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acmin@m36S 70121

Enter password
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Permissions requested
Accept for your organization

WE Micoent Assessments

My Dashboard ~

Contoso Welcome to the Azure AD admin cen

I conTOSO d

ure AD Premium P2

Users and groups Recommended

000590
0 o000 D oo

Self-service password reset
Users Sign-ins —

Company branding

What's new Azure AD Connect Audit Lo

« notenabled 8.
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[ & A Contoso - App registrat X l+ v = (=] X

« - O @ & | https://aad.portal.azure.com/7admin_consent=True&tenant=4783ef40-4741-4039-33a8-aa5e 1 7ba1bbsastate=12345#blade/Microsoft_AAD_IAM/ActiveDirectoryMe e = 7 e -

Azure Active Directory admin center

& Dashooard  Contoso - App regitrations
= Jm— {5 Contoso - App registrations P
= Allservices ;
— € Newregswaton @ Endponts X Troubleshooting | W Got feadbeck?
© ovenvew o

Gerting started A\ Looking 10 learn how i's changed from App registrations (Lagacy)? Laam mard
Still want to use App registrations (Legacy)? Go back and tell us why

Manage
- Al applications  Owned appiications
s Groups rewlts

3 Organizations! relstionships APPUCATION (CUENT) 1© creatED o coRnnCATES & seckeTs
8 " ioles on dominies s 64a01280-0£30.437ab736-57d852007273 87372018
B Enterprize appications
00tcd96-75te-4bda-28b-b1830adetaTd /372019
B Devices
31779192-634c-4610-aedle-42731053cbET /2072019 © Current
= 7. 1 n <
- - dBecTade-0b6H-480b-b317-AbA3T6AIAS 87372019
B e ey BI85 MG-05£0-4115-5258-3¢5 TS Meeacs 87372019 -
& Ucenses 9che0bAS-51be-471d-991d-a58700597649 8/3/2019
> Azure AD Cornect

4/ Custom domain names
2 Mobiity (DM 3nd MAN)

Pazzword rezet

7 company branding

Microsoft 7 TV — a0 vy LTHE, APl PO RRHFAIERTT S]] #9)v I LE
T,

= 'ﬂl /A Microsoft Assessments l+ ~

13

O (Y & | https://aad.portal.azure.com;/7admin_consent=True&tenant=4783ef40-474f-4939-a3a8-aa5e17ba1bbSastate=12345#blade/Microsoft_AAD_RegisteredApps/Applic: ¥

\zure Active Directory admin center

«  Dashboard > Contoso - App registrations » Microsoft Assessments
[ Dashbosrd ii} Microsoft Assessments
= Al services
“ @ Delets & Endpoints
FAVORITLS
™ . ) Wekcome 1o the new and improved App registrations Looking to learn how it's changed from App registrations (Legacyl” >
b Azure Active Directery Overview
I8 users 4 Cuickstant Display name * Microsoft Assessments Supported account types : My organization only
Application (chent} ID = 31779132-634c-461b-sede-42731e50¢h87 Redirect URls : 1 web, 0 public chient
Bl Enterprise applications Manage
Directory (tenant} ID : 4783ef40-474f-4939-2338-aa5¢ 1 Tbalbbs. Managed application in .. ; Microsoft Assessments
B Branding Object ID : 5da3dTed-3aaf-42e3-b48+-5837540a8789
D Authentication -
Cartificates & secrats .
Call APIs Documentation

+ API permissic

permimen F— Microsoft identity platform
& Epose an AP @ & m Authentication scenarios

o Authentication libraries
B Guwners @ Code samples
Eb = Microsoft Graph

w4 Foles and administrators (Previ... Glossary
Build mare powerful 2pps with rich user and business data Help and Suppot

from Microsoft sacvices and
sources.

View AP| Permissions

M Manifest

Suppert + Troubleshaoting

K Troubleshooting

2 Mew support request
Sign in users in 5 minutes

Sf 1L ol

Use our SDK 1o sign in users and call APIs in 2 few steps

View all quickstart guides
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Azure Active Directory ad

(3 Dashcard

@ Asure Active Directory

Dathboard © Contoso - App registrations © Microsoft Asseszmaents - AP| permissions
= Mi - API permissi
[oswmnmmen | Drectory Read All

B Overview EduAdministsation Read All
#4 Quickstart EduAssignments Read All
Manage EduAssignments ReadBasic Al
&8 Branding EduRoster Read All

D Authentication

& Roles and administrators (Previ_.

W Manifest
Support + Troubleshooting
K Troubleshosting

4 New support request

These are the permissions that this application requests

EduRaster ReadBasic Al
Fies Read AT

Group Read Al
IdentityRiskEvent Read Al
Mail Read

MailboxSettings Read

Notes Read All
OnlineMeetings Read A
People Read Al

Reports Read Al
SecurityEvents Resd Al
SecurityEvents ReadWrite All

Shes Read Al

UserRead AT

‘Sthes Read AN
TermStore Read All

UserRead All

Applicavon
Agplication
Application
Application
Agplication
Application
Applicaton
Application
Application
Application
Application
Application
Application
Application
Applicavon
Agplication
Application
Application

Application

Application
Application

Application

Read directory data

Read Education spp settings

Read class assignments with grades
Read class assignments without grades.

Read the organization's roster

Read a limited subset of the organization's ros.

Read files in al site collections
Read all groups

Read all identity risk event information
Read mail in all mailboxes

Read all user mailbox settings

Read all OneNote notebooks

Read online meeting details

Read all users” relevant people lists
Read all usage reports

Read your organization’s security events

Read and update your organization’s security ..

Read items in all site collections (preview)

Read all users’ full profiles

Read items in all site collections.
Read managed metadsta

Read user profiles

statically. You may 2150 request user consent-

able permissions dynamically through code. See best practices for requesting permissions.

Grant consent

s

of 3l users in

users will Not be sNown 3 consent screen when using the application

f & (f|f|&f|¢ || & &\ F\F | (K| F

L]

H

uzers means that end.

© Granted for Contoso
© Granted for Contoso
© Granted for Contoso
© Granted for Contoso
© Granted for Contoso
© Granted for Contoso
© Granted for Contose
© Granted for Contoso
© Granted for Contoso
© Granted for Contoso
© Granted for Contoso
© Granted for Contoso
© Granted for Contoso
© Granted for Contoso
© Granted for Contoso
© Granted for Contoso
© Granted for Contoso
© Granted for Contaso

© Granted for Contoso

© Granted for Contoso
© Granted for Contoso

© Granted for Contoso
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1. EEELLT PowerShell ZHE, T—2RET L U TRERITLET,
New-MicrosoftAssessmentsApplication
CDRY)TEREFTEN, JO—NIILEBEOERBEREANTEIELSITKOLNET,

2. Y1 EABAL. "uhr—DFA R M—=ILLET, PS: CDav 2 FIZ& Y., AzureADPreview £ 21—
IS VR b—=ILENFET, COFIEO—IRELTA VA =LA TUWEWGESEIX, Azure AD L E
1— EV2—IEFAVARAP=ILLTWAZEEERLTLLEELY,

neget.org/Microsoft.PackageManagement .NuGetProvider-2.8.5.2088.d11 and

vad and install 'nuget’ now?

led - Version 2

B® Microsoft

Sign in

admin@M365x129839.onmicrosoft.com|

No account? Create one!

Can't access your account?

3. BREWMEREL-6. BEROF TV bADOBRAMYT IV L RAEZERT HTIVH—NEHCDT,
TOERAERE®ERL. [AET D] 20VvILFET,



EN Administrator: Windows PowerShell
All right

ent

Creating Micr
b-dac4fa514 -
AD Application c t - ApplicationId 9c85
i gl ncipal
vice Principal created -

ft.com with TenantId d

piration

ription

direc information.

e—:ﬁJ 2% Signin to your account X |+ v

O © | httpsy/login.microsoftonline.com/common/admincons

t2client_id=9c85b3 -0414-6: > > 7 =

B® Microsoft
Sign in

admin@M365x129839.onmicrosoft.com|

No account? Create one!

Can't access your account?




Permissions requested
Accept for your organization

BWE Microsoht Assessments
B a0 w4

Thes 2pp wonid be %0

4, FTUDEY b T TNETLEL R, [AETS] 29Uy 3 5E. Azure Portal DREEFET,
5. Azure Portal T, EDOFE4S— 3 >® [Azure Active Directory] IZ#EILFT .

5] -:I‘ A\ Dashboard - Azure Acti X \+ v

< O @ | A  hitpsy/aad.portalazure.com/7admin_consent=Truedenant=d76{18c8-1589-4dd0-929b-dacafas 14257 &state=123454 ®m365x129839.onmicrosoft com/dashboard/private/8bbbec2f-28ef-488c-aad1-4b94cb403017

Azure Active Directory admin center

Asre Actve irectory I
X -~ CONTOSO demo ¢ Asure AD heips you protect your
& e g iness s empoveryour e
0 e s wrbcora Acure AD Premium P2 - waure AD
Users and groups Recommended Azure portal

porslazrecom  dd

8° o88 88

Users Sign.ins
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ctory admin cer

i e All services | ] Fesen fryiing P—

Cotapesil | Bpanaat
anann ()
2 Hop + mppor *

 Asure e

P e—

[y @ Acure Actve Diectary * o Groups * & e * % Are AD Cornect Hesth *
@ Azurs AD Privieged idennty Management * Azure AD igentrty Brotacton * B emorprso spphcaons « B 4pp regmrations *
B Access reviews * O Conditionsl Access *
sty ()

Acure Actve Oirecory *

7

[TRTCDT7 TV 75— avERRT D] &0V I LET

< - O m £ | https://aad.portal.azure.com/?admin_consent=True8itenant=d76f18c8-1589-4dd0-929b-dac4fas 14257 &istate=12345#blade/Microsoft_AAD_IAM/ApplicationsListBlade

Azure Active Directory admin center

«  Dashboard > App registrations

[ Dashoozr rations
Al services
4 Mew appiicztion registration ndpoints X Troubleshoot
PavORITES

A The preview experience for App regstrations s available. Cick ths bannes to lzunch the preview experience. =
& Azure Active Directory

& s [ Fearch by name or Ageln ] [ wyazes v

B Enterprise applications. DISPLAY NAME

APPLICATION 1B

You're nck the oumer of 2ny applications in this directorf.

1 2pp

8. HLLY Microsoft FHME7 T —> avh—ERRINFET

«  Dasnboard > App registrations

[E Dzhicars App registrations
Ao At Drery
= All services
o New applcation regisration 1 Endpoims X Troubleshoot
monrs

< WA o g T B A P S i e e
@ Acure Active Divectory

& Ueers [[Seen y rome o i | [imes o
B Enverprisespplcasions J— JRAp—— Ja—.
H Box Webapp/ API CSIFSBET-290b-4402-982-255TecOHS F
m Linkedin Webapp/ API Seld4za2 2932 4420 bbS - 365415565050
Sromsersiack [re— [P —
Ticer r—r P —
d B hicosottAssesments Veb app /51 [ —— |
Taesoee Tt s T TR AR S ek S A

V59 =7 IB—%RTTDIODT 7 EAFAD
BiGEHE)

1. Azure IR—%R LT, [Azure Active Directoryl > [ Z7UDEER] DIBIZERL., A4 Koz T
Microsoft 8] 7 7MW EET S LEHERELET,

Azure Active Directory admin center
«  Dashboard > App registrations

[ Dashboard App registrations

B Ace Drnetery

B/E (7—2 70— Lik— A

= Allservices

o New appiication registration 1= Endpoims X Troubleshoot

FANORITES

o T preview exparence for Ap regisrations s avaiable, Cck s baaner t aunch th preview exparence. -
4 Anre Active Direcory

& vees [Seoch by rame o Aecid | A -
B nverrce spptcasons [R— Jr— Jr—
B e Webapo 1291 [P ——
[in I Webam /451 Sctes? 2530 4datt 654 365415565650
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g22 Microsoft Assessments =
LDy

[E Delete & Endpoints

B

| «

i overview Display name

&4 Quickstart Application (client) ID

d653437e-8de6-

37eafab7-52e8-4a36-831d-476be3692ff8

4fcd-bf06-3a43e3d9%eed

480b610d-63eb-49ff-af62-5750847b2ba3

0 Welcome to the new and improved App registrations. Looking to learn how it's changed f

#" Integration assistant (preview) Birectory (fenant)ID. -
Object ID :

Manage

& Branding

3 Authentication

Certificates & secrets

‘I' Token configuration Call APIs
-2~ AP| permissions
& Expose an API

Owners

Roles and administrators (Previe...

Bl Manifest

Build more powerful apps with rich user and business data

from Microsoft services and your own company's data

Support + Troubleshooting sources.

&2 Troubleshooting AP| permissions

S

3. R=UDHPRDEREBEHDT I ZRET, [TV ERE
2TDEBIDI 4> KT [SharePoint] ZERLFE

o

- Microsoft Assessments | APl permissions

P search (Ctrl+/) «

B overview
Configured permissions

4 Cuckstact Applications are authorized tocail ABls when they are granted pemiséions by users/adriins.as part of the-consent proa

o integiation assistant (preview) all the permissions the application needs. Learn more about permissions and consent

— [ Fadda | [ Grant admin consent for Contoso

B Branding API / Permissions name Type Description

D Authentication  Microsoft Graph (18)

Certificates & secrets AccessReviewRead Al Application Read all access reviews Yes

It Token configuration AdministrativeUnitReadAll  Application Read all administrative units Yes

- API permissions Auditlog.Read All Application Read all audit log data Yes

@ Expose an AP Directory.Read All Application Read directory data Yes

. owners GroupRead All Application  Read all groups Yes

% Rolesand administrators (Preview) IdentityProvider Read.All Application  Read identity providers Yes

Manifest IdentityRiskEventReadAll  Application ~Read all identity risk event information Yes

Support + Troubleshooting IdentityRiskyUserResd Al Application Read all identity risky user information Yes

£ Troubleshooting IdentityUserFlowRead Al Application Read all identity user flows Yes

New support request Organization Read.All Application  Read organization information Yes

Policy.Read All Application  Read your organization's policies Yes
Reports Read All Application ~ Read all usage reports Yes
RoleManagement ReadDirectc Application Read all directory RBAC settings Yes
SecurityActions Read All Application  Read your organization's security actions Yes
SecurityEventsRead Al Application  Read your organization's security events Yes
SitesRead All Application ~ Read items in all site collections (preview) Yes
TrustFrameworkKeySetRead A Application Read trust framework key sets Yes
User-Read All Application  Read all users’ full profiles Yes

Admin consent req...

FalEMm] R22%521)vo L. Microsoft API
7,

ess. The list of configured permissions should include

Status

@ Granted for Contoso
@ Granted for Contoso
@ Granted for Contoso
@ Granted for Contoso
@ Granted for Contoso
@ Granted for Contoso
@ Granted for Contoso
@ Granted for Contoso
@ Granted for Contoso
@ Granted for Contoso
@ Granted for Contoso
@ Granted for Contoso
@ Granted for Contoso
@ Granted for Contoso
@ Granted for Contoso
@ Granted for Contoso
@ Granted for Contoso

@ Granted for Contoso



Request API permissions

X - Microsoft Assessments | APl permissions =
Select an API

" | « O refresh Microsoft APIs | APIs my organization uses My APis

B ove:

Configured permissions Commonly used Microsoft APIs

& ickstart
Quicksta Applications are authoriz

all the permissions the app!

o call APis when they are granted ¢

Integration assistant (preview)

ange, OneDrive, OneNote, SharePoint, Planner, ank

| t Add a permission Grant admin consent for Cot

Manage
Zertificates & secrets B Branding API / Permissions name Type Descrig
9 Current D Authentication M
et R [ Jows Righte Mannpumant A\, Azure Service Management
9 Current ertificates & secrets Application  Read al Services
e 5o read and write: rammatic access to much of the
Token configuration AdministrativeUnitRead Al Application Read al aiity available through the Azure
X 1
N APl permissions Auditiog Read Al Application  Read al

, & Expose an AP Application Read di

B Owners

Application Read al

Dynamics 365 Business Central D Dynamics CRM Flow Service

and administrators (Preview]

vider Resd A Application Read id Programmatic o he RM business Embed flow templates and manage flows

functionality in e
Identi rent Read Al Application Read al Central
Support + Troubleshooting Igens rRead All Application Read al
& Troublesh IdentityUserF: Application Read al

G5 intune

ammatic access o Intune date

Office 365 Management APIs u OneNote

Organizatio Application Read ol

pport request

Policy Read.Al Applic

o Read ¢

Application Read al

ReadDirectc Application Read al
Application Read y¢ Power Bl Service

secure

Interact remotely with SharePoint data

Application Read yt

oard resources such
asets, Tables, and Rows

messaging, calling, and conference
capabilities

Application  Read it

i e .
4. PO ERHZAIDEETIE [FIV5—23 OF70RRHFA] 27U vo L. ThizkY, ERT BT
TRAEOD—EDTEHIRAIMMIBLENHY FT,

Dashboard > App registrations Request API permissions X
X - Microsoft Assessments | APl permissions =

CAll APIs
[£ search (ctri+ | « () Refresh SharePoint
L — https://microsoft.sharepoint-df.com/ Docs
B overview ) .
Configured permissions
& Quickstart @ SharePoint APis are available via the Microsoft Graph API. You may want to consider using Microsoft Graph instead.
Applications are authorized to call APIs when they are granted f
of " integrstion assictant {preview) all the permissions the application needs. Learn more about per
rMission: ?
‘ [ FAddapermission | [ Grant admin consent for o What type of p does your application require
Manage
» — Delegated permissions Application permissions
Certificates & secrets ¥ Brariding API / Permissions name Type Descrig Your application needs to access the APl s the signed-in user. Your application runs as a background service or daemon without 3
signed-in user,
© current D Authentication \ Microsoft Graph (18) i
@ cCurrent Certificates & secrets AccessReview.Read All Application Read al
- Token configuration AdministrativeUnitRead All  Application Read al
- - API permissions AuditLog.Read All Application Read al
- @ Expose an API Directory.Read All Application  Read di
R . owners

oup.Read Al Application Read al

5. [Sites.FullControl.Alll] A7 3 % RBIRL. THD [7HV RHFADEM] RE2VEI U H LET
o PO CRHAIDEHFDEMNEZZITMADLENRHY T,



Request API permissions
- Microsoft Assessments | APl permissions 2

B Overvie

6. COT7VLAERFEEENREBEEZLELT SO, EHDKEICRVO—ILL, 7RO [EEEDOREZ
1595] 2009 I LES. EBEBORBEZMET 012, RIO T Lo [IFW] 25Uy oL
TLEESELY,

- Microsof ft Assessmen ts | APl permissions 2

000000 0CD0CO0CDOCODODODODOO

7. FHBEDRTERT LERICCOT IV ERAFAZHIRT 2RENHIERIE. £HbHA. TNEBIRTERE
IA. TNUBDOERITTEISVYY 7= 70— HEShFELEA,

8. BEEDERED [Sites.FullControl.All] 7Y v RXEZRYETIZIX, APl OTF7 YU 2 RXEFRINT,
SharePoint 7V R¥EDHTI)T—FBTETRO—)LL, [Sites.FullControl.All] (253 5
GRITEKRESERYY () FERL. [EBEOREORMYEL] 22Uy o LT, FBVT LD [
L\, HIBRLET] ZBEELET,



x o Microsoft Assessments | APl permissions &

il audit log dat Yes

Read directo

Cortificates & secrots Branding

Read all group:

icates & secret

Token configuration
2Pl permissions
@ Expose an 4P

o

& Folesand ad

Mt

Support + Troubleshooting

0000 0000O0COCOCOCODOODOO

uiCort Application ves o o
Application v oc "
Revoke admin consent
application - o 1
Appiication ves oc

- Microsoft Assessments | APl permissions =

\ « () Refresh

B overview

Revoke admin consent

& Quickstart Are you sure you want to revoke admin consent for Office 365 SharePoint Online - Sites.FullControl.All for Microsoft Assessments?
#  Integration assistant (preview) L
Manage
Directorv.Read All Aoolication  Read directorv data Yes @ Granted for Contoso g

[Sites. FullControl.All] 749 ERIEZHIBRT BIZIE. APl D79 ERAHFRAT. SharePoint D749+
ZEOHTIT) T—FBTEFTAAO—)LL. [Sites.FullControl.All] IZxtid A2AEEITHEEEERSE >
() ZFIRL., [FUOERRHAOHIK] 22y L, 7T D [FL, BIRRLET] 2ELET

o

- Microsoft Assessments | APl permissions  #

P search (Ctrl+/) « () Refrash

i® Overview

@ successiully granted admin

nt for the requested permissions.

& Quickstart

. U A d Granted toso
A Integration assistant (preview) AdministrativeUnitRead. Al Application Read all administrative units Yes @ Gran nto:
Auditlog Read Al Application  Read all audit log data Yes @ Granted for Contoso
Manage
Directory Read Al Application Read directory data Yes @ Granted ntoso
B Branding
Group.Read Al Application  Read 2ll groups Yes @ Granted for Contoso
D Authentication
IdentityProvider Read AL Application  Read identity providers Yes @ Granted
Certificates & secrets
IdentityRiskEvent Application  Read all identity risk event information Yes @ Granted for Contoso
!t Token configuration
IdentityRiskyUserResd Al Application Read all identity risky user information Yes @ Granted for
2 APl permissions
IdentityUserFlow Read Al Application  Read all identity user flows Yes @ Granted
@ Expose an API
Organization Read Al Application  Read organization information Yes @ Granted for C
Owners
Policy Read Al Application  Read your organization's policies Yes @ Granted
& Roles and administrators (Preview)
Reports Read All Application  Read all usage reports Yes @ Granted for C
[ Manifest
RoleManagement Read.Directc Application Read all directory RBAC settings Yes @ Granted
Support + Troubleshootin, -
PP 9 SecurityActions.Read.All Application  Read your organization's security actions Yes @ Granted for Contoso
& Troubleshoating SecurityEvents Read Al Aapplication  Read your organization's security events Yes @ Granted fo
New support request Sites Read All Application  Read items in all site collections (preview) Yes @ Granted
TrustFrameworkl Application  Read trust framework key sets Yes @ Granted for C
User Read All Application  Read all users' full profiles Yes @ Granted
 SharePoint (4)
Sites FullControl Al Application  Have full control of all site collections Yes A\ Not granted for Contosa
Remove permission
Sites Read All Application  Read items in all site collections Yes @ Granted for Contoso
TermStore Read Al Application  Read managed metadata Yes @ Granted for
User.Read All Application Read user profiles Yes @ Granted ntoso



- Microsoft Assessments | APl permissions =

2 search (Ctrl+ | « O Refresh

Remove permission
& Quickstart

. Are you sure you want to remove Office 365 SharePoint Online - Sites.FullControl.All from the configured permissions for Microsoft Assessments?
# Integration assistant (preview)

D =

R Demndinn

~ SharePoint (3)

Sites Read. All Application  Read items in all site collections Ves @ Granted for Contoso e
TermStareRead Al Application  Read managed metadata Yes @ Granted for Contoso
User.Read Al Application  Read user profiles Yes @ Granted for Contoso

10. [Sites.FulIControl.All] 70 £ XEDEYELE K VHIBR#EIZ. SharePoint AT 3 DREMLT
DERHEANELEREDT IV ERED—EDLSITH- TSI EZHERLTLESLY,
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BRSEH LD a<T  FLY FEAM VAR M—IILT B

Azure AD Preview £ a—JLI&. Microsoft .NET Framework & & U Windows PowerShell MDEEFE®D/\—
CavEFERTEZRD Nindows ARL—T 4 25 SRTFLTHR—FEINTULET: Windows 8.1,
Windows 8. Windows 7. Windows Server 2012 R2. Windows Server 2012, ZEf=I& Windows Server 2008
R2,

BELVODIAVEL—F—DA VA F—ILDTRTORHREHZHEI-LTWS5EEIE. EEZEELTUTE
ETLEMA S, PowerShell 5.0 LIEH#S L. Install- Module a<> KLy F&#EFERBLTE a2 —ILE
AR M=ILTEET:

Set-ExecutionPolicy —ExecutionPolicy RemoteSigned

Instal |-Module MSOnline

Instal |-Module Microsoft. Graph

Instal I-Module -Name Microsoft. Online. SharePoint. PowerShel| —AllowClobber -Force
Uninstal |-Module SharePointPnPPowerShel|Online -Force -AllVersions

Instal |-Module PnP.Powershel| —AllowClobber -Force

Import-Module MSOnline -Verbose

Import-Module Microsoft. Graph -Verbose

Import-Module PnP.Powershel -Verbose

Import-Module Microsoft. Online. SharePoint. PowerShel| -Verbose

SharePoint Online Assessment Otw k7w
BESN-T—2NETL VU TROFIEBEZEETLET:
1. FET—2RICEET ALY ) ZEERLET, Hl: C:¥SPOAssessment,

‘- > ThisPC > Windows (C:) »

[0 Name Date modified Type

PerfLogs 9

Program Files 3

File folder
File folder

5 i Program Files (x86) File folder

ks * SPOAssessment 3

2. Windows PowerShell <> K OV r2EHEL LTHEEY

File folder

Tasks

s

Run as Administrator

Run ISE as Administrator

% Windows PowerShell ISE

g

Windows PowerShell

o® Unpin this program from taskbar




3. RDARVFZERTLET:

4, ZMOav 2 KFTIlX, Directory> NIREASDT—FFZWNES LU LTWBBIZEREINI=T 714
FREITHEODITERATIEEDT ALY FUADNRIZIHY FT,

Add-SharePointOnlineAssessmentTask -WorkingDirectory <Directory>
-
Add-SharePointOnl ineAssessmentTask -WorkingDirectory “C:¥SPOOA”

PS C:\windows\system323 Add-SharePointOnlinefssessmentTask

Administrator
FEEEEREFRFEEE

roup ADI-bBBcS58fa-flef-4bdc-adc4-829bb231F1ea

t the Administrator user must have the 'Log on as

nts_Configuration_2@19

shell window

5. Y=L IV ETRTDA—ILENEFIRIERTTEDITAVDU R EANTHLSITKOHBENFET,
WMWERIA—H— FHOU FDERBEREZANLT, RATP21—ILENEE2RIVEETLET, ThbHD
EHRIERIL. SharePoint Online Assessment ZE{T9d S=-OIZFHINET,

IE!

o FHBZXODEY FF Y INEHTEFTHI ML, V—I T2 DO—HILEHEETHEIUBEND
Y, Y—JL VO DELHEEEERZIFDOO—HI FHIORELEERFXX T FPHOD MIESB
BESHYET, O—H/L 775'7//~erfﬁ§’7“5% (., BIZFHO ,FEE/INIT—FAHL, F
XL FHOY FEREFTBEEE, FXALH¥FTH o2 FOBELEREFL TS LS,

o ISRV FtLY FFYvITTEHEEIC. RTZ2a— NSNS0 FFETT E-DICEFTETHD
S RA. AT L TR R O E Y T T EEDICEETETH T FTHE L FRFEL
TS,

6. BELMMISESNTRY U T MMETSNET., FT—SIEE MU H—FERTSa—LEhfz8RY
PERENET .

7. T—ARINE(X. 4§ SharePointOnl ineAssessment MR a—JLEanf=E2XYI(Z&LY. BIORS ) T+
DETHE 1 BREIUA, s 1 BZEIZM)H—SNFET, 2 RV(F., HMOBRKICETTILIICE
BCTEET, £-ld. BREWIT—EIZEFTTEIELEELTEET,

8. [BRY Ry Va—7F] THARIIMMER SN LEZHEBLEZY. TD2RV % [EVJvo] LT R
ﬁbf:l’)—é%i—g—o



(D) Task Scheduler (Lacall
v [ Task Scheduler Library
v [ Micrasoft
w (] Operations Management Suite

v [ Assesments

» [ Windows.
T KpiGameSave

v [ ADI-5ed¥1798-7581-dec] -8cE7- efalcadbl:

. SharePaintOnlineAssescment

Status Triggers

Run... At 11:44 PM every Sa

Mext Run Time:

End ¥

Disable.
Export..
Properies
Delete

Last Run Time Last Run Result

D000 AM  The task

Created

IRES IV L TLSREIZ,

LE—DTFIZF—a N —BMICRESAET:

ROEEEFEHAL. £y b7y THICER STz WorkingDirectory 7+

Home

< . 4

# Quick access
[ Desktop
¥ Downloads

Documents

[&] Pictures
L3 This PC

ﬂ' Network

Share

L 3R TR T 3

View

> This Pl{» Windows (C:) > SPOAssessment > SharePointOnlineAssessment > J

-~

Name

new.prerequisites.7! -74ca-4b64-9...
p! q '89653db b64-9.
new.processingmodel.789653db-74ca-4b...
[ P! 9 53,
new.rawdata.7! -74ca-4b64-975a-...
d '89653db- 975
new.recommendations.789653db-74ca-4...

[] new.trace.789653db-74ca-4b64-975a-197...

2621427
Logs

OmsAssessment

[=] run.cmd

Date modified

9/19/2019 10:27 AM
9/19/2019 10:27 AM
9/19/2019 10:27 AM
9/19/2019 10:27 AM
9/19/2019 10:28 AM
9/19/2019 10:28 AM
9/19/2019 10:28 AM
9/19/2019 10:28 AM
9/19/2019 10:26 AM

Type

File folder

File folder

File folder
ASSESSMENTSPO...
ASSESSMENTPM ...
ASSESSMENTSPO...
ASSESSMENTSPO...
ASSESSMENTTRA...

Windows Comma...

Size

2KB
108 KB
8KB
152 KB
1,097 KB
1KB

10. R RV E5ET LS. XML 774 JLA DataModel T+ I A —DFIZER SN L #HETEET,

Home Share

View

€ e

4 SPOAssessment > SharePointOnlineAssessment »

DataModel > 0365Tenant_0365 Sharepoint Service

| v

# Quick access
Bl Desktop
J Downloads
%] Documents
[&] Pictures
J Music

n Videos

/& OneDrive

L I T T Y

8 This PC
B 3D Objects
I Desktop
%) Documents
‘ Downloads
D Music
[&] Pictures
B videos
‘= Windows (C))

== products (\\produc

O

~

Name

=l

20190323_104905.00000003

| 20190323_104907.00000004

20190323_104911.00000005

830,
te modified

3/23/2019 10:49 PM
3/23/2019 10:49 PM
3/23/2019 10:49 PM

Type

XML Document
XML Document

XML Document

Size

= 20190323_104913.00000006

3/23/201910:49 PM

XML Document 357KB

20190323_104918.00000007

(=] 20190323_104920.00000008

=l

1=l

=]
=
=l

1=l

=l

20190323_104922.00000009
20190323_104924.00000010
20190323_104926.00000011
20190323_104928.00000012
20190323_104928.00000013
20190323_104930.00000014
20190323_105015.00000015
20190323_105016.00000016
20190323_105018.00000017

3/237201910:49 PM
3/23/2019 10:49 PM
3/23/2019 10:49 PM
3/23/2019 10:49 PM
3/23/2019 10:49 PM
3/23/2019 10:49 PM
3/23/201910:49 PM
3/23/201910:30 PM
3/23/2019 10:30 PM
3/23/201910:30 PM
3/23/201910:30 PM

AML Document
XML Document
XML Document
XML Document
XML Document
XML Document
XML Document
XML Document
XML Document
XML Document
XML Document

11. MA H—E X ZBiLEd 5 &, [new] DT LT+ v 9 X %D SharePointAssessment 7+ /L5 — T 7

AIIZEA L TL & D,




Services

File Action View Help

==

Services (Local)

a Quick access
B Desktop
4 Downloads

Documents
=] Pictures

3 This PC

m# Network

Jd=H

Services (Local)

Microsoft Monitoring Agent

the service
the service
t the service

Description:

The Monitoring Agent service
monitors the health of the computer.
The service may be configured to
monitor the health of other
computers in addition to this
computer, If this service is stopped,
detection of failures may not occur. If
this service is disabled, any services
that explicitly depend on it will fail to
start.

\ Extended f Standard /

Share View
This PC > Windows (C:) » SPOAssessment
Name
2472258
Logs

OmsAssessment

Name

Hyper-V Remote Desktop Virtualization Service

& Hyper-V Time Synchronization Service

Hyper-V Volume Shadow Copy Requestor
2 IKE and AuthlP IPsec Keying Modules
. Interactive Services Detection
% Internet Connection Sharing (ICS)

1P Helper

, IPsec Policy Agent

£}, KDC Proxy Server service (KPS)

& KtmRm for Distributed Transaction Coordinator
& Link-Layer Topology Discovery Mapper

& Local Session Manager

£ Microsoft (R) Diagnostics Hub Standard Collecto

&) Microsoft Account Sign-in Assistant

, Microsoft App-V Client
& Microsoft iSCSI Initiator Service
crosoft Monitoring Age
Microsoft Monitoring Agent APM
Aicrosoft Monitoring Agent Audit Forwarding

£ Microsoft Passport

&} Microsoft Passport Container

<

SharePointOnlineAssessment

Description Status
Provides a p.. Running
Synchronize... Running
Coordinates... Running
The IKEEXT Running
Enables use...

Provides ne...
Providestu.. Running
Internet Pro...  Running
KDC Proxy S...
Coordinates...

Creates a N...

Core Windo... Running
Diagnostics ...

Enables use

Manages A.

Manages In...

Al Tasks
Refresh
Properties

Help

| new.prerequisites. 3c3209bf- 5f9f-4759-88...
"] new.processingmodel.3c3209bf-5f0f-475...
new.rawdata.3c3209bf-5f9f-4759-88ca- 52...
| new.recommendations.3c3209bf-5f0f-47
new.trace.3c3200bf-5f9f-4750-88ca- 5216f...

run

12.MMA T—> 2 FOERENIRIC.

ew] OTFL T4 v AN

lprocessed] IZEEHINFET

Home

# Quick access
[l Desktop
& Downloads
| Documents

| Pictures
[ This PC

¥ Network

9 items

5 | SharePointOnlineAssessment
Share View

This PC Windows (C:) SPOAssessment > SharePointOnlineAssessment

lame Da

2472258 4 S8PM  Filef

Logs 9/4,

o

Size

processed.prerequisites.3c3209bf-5f9f-47... 4/2019 6:58 PM AS

processed.processingmodel.3c3209bf-5f...  9/4
processed.rawdata.3c3209bf-5f9f-4759-8...

l processed.recommendations.3¢3209bf-5... 4/2019 6:59 PM A
processed.trace.3c¢3209bf-5f9f-4759-88ca... 9/4 9 6:59

run

13. W—IL IV UTODT—ARES L UPNTETIT S E.

—RIZEESIFET,

FNDT—A M Azure Log Analytics

=9 AR

FER: TFREICIE 30 25 60 255 YFET




14. EF{f#ER % Services Hub % v > aR— FIZRRTED L5124 Y EFJ, [SharePoint Online
Assessment] 29w L. [TRTOLAAVT—aVERTTBIZV )Y LT, XE

RBLET

<

2

Data Collection
Servers

SharePoint Online Assessment

High priority
recommendations

3

Low priority
recommendations

52

0

Passed checks

12

Resolved Recommendations

D View all Recommendations
lil Remove Assessment
@ Download Executive Summary

@ Download All Recommendations

15. ERBEICL > T IL— T EN-REBRVPRTENET,

2

Data Collection Servers
in last 21 days

SharePoint Online Assessment

3e

High Priority Recommendations

52e

Low Priority Recommendations

12e
Passed checks

»*

SECURITY AND COMPUANCE AVALABILITY AND BUSINESS

- —
100%8 | I

Congratulations. Loaking great! Mo Acxeieration  Deaatied 10

ONTINUITY PERFORMAMCE AND SCALABIITY UPGRADE. MIGRATION AND DEFLOYMENT

R
| 9 Lo PRIy RECOMMENDATIS.
Lo o% ) |5

OPERATIONS AND MONITORING




6%
T—RAREAY Y K

Office 365 SharePoint Assessment Tld, EH#HDT—2IWNEAY Y FZFERAL. BEMSDERZIWNELETT
o CODEHLAVTIE, BEMNLT—RZWNETEHE=-OHIZERAINDIA Yy FIZDODWTEHBALEYS, T—2II&E
[Z Microsoft Visual Basic (VB) X2 Y T rIFFERALTLWEREA,

T—ARETRHI—/IJ0—¢&alLy3—%FRALES, ALV EF—FROEEYTY:
1. Microsoft Graph API
2. Microsoft PowerShel |
e SharePoint EX LR FvF—

Microsoft Graph API

Microsoft Graph APl (%. Office 365 %217 RaFICEHT AT —REZWMBIA-=OIFRAINET,
Microsoft PowerShel |

PowerShel| (&, Azure AD & Office 365 MEADT—R ZUNET S-OIZFERHINFET, PowerShel | TIE.
Azure PowerShell moda<> KL w k. SharePoint Management Shell &/88—2&TS549F4 X (PnP) O
IURLy bEFEAL, TFY MIBT3RELGBRREICERLTILLET,

SharePoint E#4 X ¥ v+ —

RE-BTEaMY EFEAM., SharePoint X LA F ¥ F—TIL, SharePoint Online CSOM #FERL T, ¥4 FD&EHFIL
EHME L TAMPHEFEICERAINSG YA b LRILOBREIRELEFT, BETIE. R¥FvF—EFT7F2rDI52y
9 YA DL DHAT—RENELET, V5099 YA FEIFTIEEL., FOMDOLIR— FERERIGEIZ. AFvF—
DT—2RETLLEDZHA LD RL O—BZEL, DRAZLD SV AAT7AILEERKTEET,

AXvF—HOARILAAN I Z7AILDEY b7y T (EE):

o BMETIE. BYICA VT REHEZETIT S E. ZDEEIZEL Y., SharePoint Online Assessment 4
AR DERBIZRT D2 —5 THERESNT=EET LY 1) ({F]: C:¥0DA_SP05) DTFIZ T
SPOModernizationScannerDatal 74+ LA —hMEREINFET, LUTDHITIE, “C:¥0DA_SP05” A
SharePoint Online Assessment MEET 4 LY FJIZHYET,

fhisPC » Windows (C:) » ODA_SPO5 » v U Search ODA_SPO5

2 Name Date modified ype Size

SharePointOnlineAssessment 19/2020 11:09 PM File folde

SPOModernizationScannerData 24/2020 4:38 PM File folde

o FEITRRY R Va—ShoFEIFEESYIZT—2NELZRHBTEIE. |
SPOModernizationScannerData] 74 JILA—KNT., ®E [SP0ScannerDefaultlnput.csvl 27 A JLAYERL

SN LEHRTEET,
ThisPC > Windows (C:) » ODA_SPO5 » SharePointOnlineAssessment > SPOModernizationScannerData v
Lo Name Date modified Type Size
[#:] SharePoint.Modernization.Scanner.exe 11/19/2020 9:47 PM Applicatior 15,034 KB
| SPOScannerDefaultinput.csv 11/19/2020 9:46 PM CSV File 1 KB




o SPOScannerDefaultlnput.csv IZI&. 7T FRADI S99 B4 D RL BAEFENFTT, ik, R
v UHIZEEET SharePoint EXA LR F v F—IZK>THEHAINET,

o BHDZYAFD—BIZEBELTRF ¥ 3 515EI1&,. SP0ScannerDefaul tinput.csv daE—Z T %
., ZDLFTIZED RL O—EFx*ETCHBD 7 7MIILEERTEET LTOESGEEAKD
SPOScannerGustomInput. csv:

his PC > Windows (C:) > ODA_SPOS5 » SharePointOnlineAssessment » SPOModernizationScannerData v O
A Name Date modified Type Size
[ SharePoint.Modernization.Scanner.exe 11/19/2020 9:47 PM Application 15,034 KB
‘‘‘‘ SPOScannerCustominput.csv 11/19/2020 9:46 PM CSV File 1 KB
| SPOScannerDefaultinput.csv 11/19/2020 9:46 PM CSV File 1 KB

o A¥XvF—EETTEAZHACDHREL VA CNCRYDFMEIEROHZIBEEIE, T
SPOModernizationScannerDatal] 74+ IL A —%FETER L. BIDOFIET SP0ScannerCustomlnput. csv &
LTHERLEI7AILGEEDARAL CSN J7AMILERETIVLELAHY £,

e SPOScannerCustomlnput.csv 72 74 IILDH U FILIE, RDKSIZHY FT:

I SPOScannerCustominput.csv - Notepad

| File Edit Format View Help

!https://contoso
| https://contoso
https://contoso

.sharepoint.
.sharepoint.
.sharepoint.
:https://contoso.

sharepoint.

com/sites/clssitel
com/sites/Classic3
com/sites/modernsites
com/sites/HN

Office 365 FTfi - FREFETIL

Office 365 FHETIL. RD 2 DDAV Y REFERALTT—2ZIRELFET:

1.

Microsoft Graph

2. PowerShell a<w> KLwv k
3. SharePoint EX VLR F v+ —
Graph API

Sl TlE, Azure TERLET7TU EEBAL T, Microsoft Graph [ZE#L. FohLT—42FHMELET. 7TUADE
HBPYDTHRHFAN OAuth Z2ERALTHESNRTVWET, T—2IET L UIZIE. Microsoft Graph NS IERICT—4
MBI B Azure 7TV IZERT HEOIZERASNBIERAENEZ 5hTLET,

MEDtEy b7y THRIC, TTUEERL., FNICEET BHRAMYDT I R ZFHF5 L. Microsoft Graph [Zx LT
HDIVNEEFTERELESICTAEDHICIE. FTO—NIILEBENANBETT,

Yy 7Y THARTLEDL, COBIDFFETIEZ. 7HOY FDERLZLT, SEAHZEENLTTZ IV TT—2ZNELET
o TIVIZIE. BHEETILEFERALTT—ANETHDIZH/ID. ZARMY T I ERAEOHFSEZ 5NTNET,

PowerShell a<> KL w k
Ff-. COFHETIE, ZOaATU KLy FEFERALT 0ffice 366 Mo T—2ZFWRELFEFT:
e Azure AD o< > FKLw bk

e SharePoint Online <> KLwvw k



e SharePoint Online PnP o< > KL v k

BWE. ShoDaTU Ly ME, FEITETTHHICHRET SN, OJ A4 D OEEREMEYR—FLTLE
j—o l:;h"j:s n.unﬁg*’&kﬁ?%)ct 7;}2&)%) jl:l /j FZ&k "J MFA E1§Fﬁ7%)773 rb/ 2 -L-.l- szfEmeniEo)
HiR— kDTN EENS T ETT,

COFHMETIE, RTDa—ILENE2RIENLTEHELEIN-AET. T—2ZNRELFET, CD&SILGET—
AREF, TOCTRAEREINE LG, BIAMNICETIND L SICHTFSIATVET, Shik, FBEEHIC
MFA D7 Ao bDTAVT IBNREREINGEWE=OHICTHI Y MBI TERZWEGSE. NFA BNESLETHI U+
B8 SMEZEEITREILET,

/. OAuth #H7R—+35a<3 2 KLy FTIE, PG ZFEALTULWET, OAuth ZE£ITHR—rFTHa7 Y
KLy FaERTEE Azure 77U EFERAL, a9 RLY AL DEREFZRIETEEDLSICHYVET, 70D
M. COEEICKY . NFA DNEWTHOY FEERTH-ODRAEDEXR, XU Global Adnin 7hHo Y b%
FRTLH-HDERIVEIFRENET,

SharePoint E#4 X ¥ v+ —

SharePoint EA bR F¥F— Y—)LTIL, OAuth FREIHEEERT S Azure AD 7 T R—X DRI % FI A
LET, BICEHEBALE=ESY., SPO ¥ v +—(FBEET, aLY P 32 AIZ Azure D 77D

Sites.Read. All APl D7V L AHAIDAFERALET, A7 a & LT, 97— 70—(CHETEHT—2%U
&3 H0ENAHDHIESIL. Sites. FullControl . All @ Azure AD 7 7Y) %12t T 2 REAH Y F7,

F1=. SharePoint EF LR F v F—IL, FFEEHMICETT S L=, NET Web V5472 hEFERALTH
FMICAoO0—REnET, BYUDEFTER. AXvFT—0ON—T 3y Fzuyldk, FHENRTEINE=UIC
BELFEFT, A¥XvF— Fzv I TR N—=2arFFzyv I LTHERAL, REDNA— 3 UBNBRFTIEAL
BEDH. RIFDEDZEFT o oO—FLTLESLY,

Ao O— KL, SharePoint EX VIERXF v F+—DGitHub YRS R TEITINET, 8HOMNYDELSIZ, 4
HoO0—KTIX HTTPS T RARA U bDHAZEFEARAL., TOLEESIZ, SHAB12 EvY FOF v I H LDO—TIE
T—ADNEEHELEEX L) T4 ZHEELET,

HREHDIS—%4KRTT D
AR b Ea—7—%RRBL. MHREHICET SIS —ERTTEES,

7 Custom Views

& Windows Logs Level Date and Time Source EventID Task Category A
v [ Applications and Services Lo @Information 3/2/2019 4:32:54 AM Prerequisites 1100 SuccessRate_Success
f&] Hardware Events (i) Information 3/2/2019 4:32:44 AM Prerequisites 1200 MVE_Success
{5 Internet Explorer () Error 3/2/2019 2:18:22 AM Prerequisites 1101 SuccessRate_Failed
£] Key Management Service (i) Information 3/2/2019 2:18:08 AM Prerequisites 1200 MVE_Success
¥ 1 Microsoft W Error 3/1/2019 8:30:00 AM Prerequisites 1101 SuccessRate_Failed
| AppV (® Information 3/1/2019 8:29:50 AM Prerequisites 1200 MVE_Success
v [ Assessments @ Error 3/1/2019 7:34:26 AM Prerequisites 1101  SuccessRate_Failed
v ] Prerequisites (@ Information 3/1/2019 7:34:12 AM Prerequisites 1200 MVE_Success
E| Operational ||| g ¢/ 3/1/2019 7:30:25 AM P isite: 1201 MVE Failed v
- tfvslf‘:’onwg:nence Virtui n‘rentﬂ(){), = == %
| Microsoft-Automation General Details

_ Microsoft-SMA
f<] Operations Manager
5] VMAS Agent
{&] Windows PowerShell
-4 Subscriptions

Prerequisite success rate: 100.0%



https://github.com/pnp/sp-dev-modernization/tree/master/Tools/SharePoint.Modernization/Releases

