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& New Inbound Rule Wizard =
Protocol and Ports
Specify the protocols and ports to which this rule applies.
Steps:
@ Rule Type To which ports and protocols does this ule apply?
& Program
@ Protocol and Ports Protocal type Any -
@ Scope Protocol number: 0z
@ Action
@ Profile Local port: Al Ports
@ Name
Example: 80, 443, 5000-5010
Bemate port: Al Ports
Example: 80, 443, 5000-5010
Intemet Cortrol Message Protocal 78
{ICMP) settings:
< Back Next > Cancel
s o o . N
8. Y= IO IP TRLREHEL. [RAN] 20U v I LFET,
X

& & & & & &

9 Mew Inbound Rule Wizard

Scope

Specify the local and remote IF addresses to which this rule applies.

Steps:

Rule Type
Program

Protocol and Ports
Scope

Action

Profile

Name

Which local IP addresses dees this rule apply to?
® Any IP address
(O) These IP addresses:

Customize the interface types to which this rule applies: Customize...
‘Which remote IP addresses does this rule apply to?

() Any IP address

(® These IP addresses:

152.168.1.100 | Add... |

< Back Mext > Cancel
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Y= T EE—Fy b Y—N—BDOR—rEITRTHRC ZENTARELGEEIE. CH0NY—ILty FAEFREICHEET 5-0HIZH
CHERHIBFEDNDR—FD—ETT, TALDR—FE E2—5 v b Y= N\—THIBELIHY FET,

- 1433 FEEBEFICE>THEBSNIE SOL 1 2 RF VR K-,
- SQL Browser 7R— Ik - UDP 1434
- RPC EpEyAR— ~DEEH
o 49152 M5 65535 FTHOBEED TCP R— bk
o COHEZEFTZTFEFIN. COR— FOHEHEANELZDAVKR—FR U MIko>THEASNS 6. FHEICHELRMAHAIZ
ZOMDFEEEE5ZBIGENHEIDT, R—bHAFELBEVESITEETILENHY FET,

https://support. microsoft. com/en-us/help/929851/the—-defaul t—dynamic—port-range—-for-tcp—ip—-has— changed-in-
windows-vista

- BEED PS UE— FREOR— K, TCP 5985 & TCP 5986 (27Z:Y . BAEHMNERE L TWAIGFEIE, 80 S U 443 Hf-FEEM
BELE-ZOMDKR— MIBEEENHYET,

- R—Fk TCP 135
- R—Fk UDP 137 (BEALVNBAABYET)
- R— TCP 139
- R— TCP 445
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https://support.microsoft.com/en-us/help/929851/the-default-dynamic-port-range-for-tcp-ip-has-changed-in-windows-vista
https://support.microsoft.com/en-us/help/929851/the-default-dynamic-port-range-for-tcp-ip-has-changed-in-windows-vista
https://support.microsoft.com/en-us/help/929851/the-default-dynamic-port-range-for-tcp-ip-has-changed-in-windows-vista

8% - C Azure OETAMKYIL—T USR5 —ICET HAEH
Azure OREFY FT—H TIE, Y=ty MIEET 59 53R —EAAMT L—T—BOEGHREERLET, BE:

1. MBOO—F NSUHY—2FERTEEEE. TALI MO RT—REFERTEFEFEA, V3R —RFREF/—FEEER
—Géi-a-o

2. 95R42—% IP ® HA R— k% E&T Standard Load Balancer ZERALTWAEIMERIE, mRA M J7M4ILELZELTY S R4

— ALY —2HESEIDRENHYET., B/ —FD IP 2HEL. UTTRILIICKRRA S TJ7AMILEERTHIHEN
HYET, mA L T7AILIE, “C:¥Windows¥System32¥drivers¥etc” IZEEESNET .

TR CORRX MEROZERIF, RRICY—ILEY FARTENLRICT I —ILF—N—DRELEBE, Y—ILty FOETEIZER
DESNLIBENHYET,
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{18k - D sysadmin L CTEITT 5= DEH

sysadmin HHEZ T 59 5 Z EATARELGHZEEIT. CCTRBINDZR VY T rE2ERAL. FEZ2ETITE57Hh 00 MIREGEHEDOH %
5 LET, sysadnin HNEITT HHBEDH. WS OHW DR TRELT—RZNET H EMNTE, sysadmin FHETETLTULELS
BlE. ChoDRADBRFY TENHIEEZERBLTILEEL,

1 DO%EBIE. RARYBERT—IR—REZEALTWSIHEETT @RI L—TLUN), Z0HE. BEGLI1—F—PNERSALZLOD
T. BHORAN NS DHARYBERT—EIR—ATRI v TEINFET, ChoDT—ER—RIIHELFERZINET BI1Z1E. HAHN
Y/BEEAHERICERL, CCTEHREINZRV YT EETLTRELRI—Y—B L UVERZ/ERT 5. sysadnin THET7Hho
FTY—Lty FEEFLTLESWL (2OY—ILty FTIE Windows REDANRYR—rEhET),

UTORZ Y TEARVDE, BEFBEETNNTYvY O—ICEICHESATWSEREZMFSET H5-HTT . Chldk. TRTOERM
NTYvIhLRYBEShF-ELTE, SORTYTIABEETHE NS ETY,

a4y 1—H—DEBRBLVHEROAED-HDR ) T hiE, CCTE#EIAET, CORYY T hE, FHEEAZES 2V RE VR
TERITEINDZDELHIDTITEELCLEEIL, RLWRIVVTLEECRF1 AV MOFIREZREET S E. BHOR—JIZhHz>2TLES
DT, AT +rE2IE—FTBBEICIFTTEELCLESL,

DECLARE @UserName nvarchar (500) = 'NORTHAMERICA¥RaaSUser', --replace with your domain and username, the user needs to exist in the domain
@Command nvarchar (max)

SET @Command = ' USE master; IF NOT EXISTS(SELECT name FROM sys. server_principals WHERE name LIKE "'’ + @UserName + '’ ') BEGIN

CREATE LOGIN [ + @UserName + '] FROM WINDOWS WITH DEFAULT_DATABASE=[master], DEFAULT_LANGUAGE=[us_english]; END’

EXEC sp_executesql @Command

—Create user on each database

SET @Command = "USE [?]: IF EXISTS (SELECT 1

FROM sys. databases d LEFT JOIn sys.dm_hadr_database_replica_states r ON d. database_id = r.database_id WHERE d. is_read_only = 0 AND (r. is_primary_replica = 1 OR r.is_primary_replica IS NULL) AND d.name = DB_NAME() )
BEGIN

IF NOT EXISTS(SELECT name FROM sys.database_Principals WHERE name LIKE "' + @UserName + '’ ') BEGIN

CREATE USER [ + @UserName + "] FOR LOGIN [' + @UserName + ']: END

END

EXECUTE master. sys. sp_MSforeachdb @Command

—-master permissions

SET @Command = '

USE master;

GRANT VIEW SERVER STATE TO [ + @UserName + ']

GRANT VIEW ANY DEFINITION TO [ + @UserName + ']

GRANT SELECT ON sys.master_files T0 [ + @UserName + ']

GRANT SELECT ON sys. databases T0 [' + @UserName + ']

GRANT SELECT ON sys. configurations TO [ + @UserName + ']

GRANT SELECT ON sys.sql_logins TO [ + @UserName + ']

GRANT SELECT ON sys. server_principals T0 [' + @UserName + ']

GRANT SELECT ON sys. server_role_members TO [' + @UserName + ']

GRANT SELECT ON sys. endpoints T0 [' + @UserName + ']

GRANT SELECT ON sys. database_mirroring_endpoints TO [' + @serName + ']
GRANT SELECT ON sys. dm_os_loaded modules TO [' + @UserName + ']
GRANT SELECT ON sys. servers TO [' + @UserName + ']

GRANT SELECT ON sys. server_audits TO [* + @UserName + ']

GRANT SELECT ON sys. server_event_sessions TO [ + @UserName + ']
GRANT SELECT ON sys. tep_endpoints TO [ + @UserName + ']

GRANT SELECT ON sys. database_mirroring T0 [ + @UserName + ']

GRANT SELECT ON sys. dm_db_index_usage_stats TO [ + @UserName + ']
GRANT SELECT ON sys. dn_os_performance_counters T0O [ + @UserName + ']
GRANT SELECT ON sys. dm_os_sys_info T0 [ + @UserName + ']

GRANT SELECT ON sys. dm_os_nodes TO [* + @UserName + ']

GRANT SELECT ON sys. dm_os_schedulers TO [ + @UserName + ']

GRANT SELECT ON sys. dm_db_partition_stats TO [ + @UserName + ']
GRANT SELECT ON sys. dm_db_persisted_sku_features T0 [' + @UserName + ']

© 2017 Microsoft Corporation




GRANT SELECT ON sys.dm db_missing index_details T0 [ + @UserName + ']
GRANT SELECT ON sys. dn_db_missing_index_groups T0 [' + @UserName + ']
GRANT SELECT ON sys. dn_db_missing_index_group_stats T0 [' + @UserName + ']
GRANT SELECT ON sys. dm_xe_sessions TO [' + @UserName + ']

GRANT SELECT ON sys. dn_exec_query_stats T0 [' + @serName + ']

GRANT SELECT ON sys. dn_exec_text_query_plan TO [' + @UserName + ']

GRANT SELECT ON sys. dn_exec_sql_text TO [' + @UserName + ']

GRANT SELECT ON sys. dn_os_wait_stats TO [' + @UserName + ']

GRANT SELECT ON sys. dm_exec_connections TO [ + @serName + ']

EXEC sp_executesql @Command

SET @Command = ' GRANT EXEC ON sys. xp_enumerrorlogs TO [ + @UserName + ']

GRANT EXEC ON sys. sp_executesql TO [ + @UserName + ']

GRANT EXEC ON sys. sp_validatelogins TO [' + @UserName + ']

——For SQL Server 2012 or later

IF CONVERT (int, SUBSTRING (CONVERT (varchar, SERVERPROPERTY ("’ ProductVersion' ")), 1, 2)) >= 11
BEGIN

GRANT SELECT ON sys. availability_groups TO [' + @serName + ']

GRANT SELECT ON sys. availability_replicas TO [ + @UserName + ']

GRANT SELECT ON sys. availability group_listener_ip_addresses TO [ + @UserName + ']

GRANT SELECT ON sys. availability_group_listeners TO [ + @serName + ']

GRANT SELECT ON sys. dm_hadr_availability_replica_states T0 [ + @UserName + ']

GRANT SELECT ON sys. dn_db_stats_properties T0 [ + @UserName + ']

GRANT SELECT ON sys. dm_hadr_availability_group_states T0 [ + @UserName + ']

GRANT SELECT ON sys. dm_hadr_database_replica_states T0 [ + @UserName + ']

END

—For SQL 2017 or later IF CONVERT (int, SUBSTRING (CONVERT (varchar, SERVERPROPERTY (' ProductVersion'')), 1, 2)) >= 14 BEGIN
GRANT SELECT ON sys.dm_db_log_info TO [ + @UserName + ']

END’

EXEC sp_executesql @Command

—msdb permissions

SET @Command = '

USE msdb GRANT SELECT ON dbo. backupmediafamily TO [' + @UserName + ']

GRANT SELECT ON dbo. backupset T0 [ + @serName + ']

GRANT SELECT ON dbo. backupfile T0 [' + @UserName + ']

GRANT SELECT ON dbo. backupmediaset TO [ + @UserName + ']

GRANT SELECT ON dbo. restorefile T0 [' + @UserName + ']

GRANT SELECT ON dbo. restorefilegroup TO [ + @UserName + ']

GRANT SELECT ON dbo. restorehistory TO [ + @UserName + ']

GRANT SELECT ON dbo. sysdbmaintplans TO [' + @serName + ']

GRANT SELECT ON dbo. log_shipping_monitor_secondary TO [' + @UserName + ']
GRANT SELECT ON dbo. log_shipping_secondary_databases TO [' + @UserName + ']
GRANT SELECT ON dbo. log_shipping_secondary T0 [' + @UserName + ']

GRANT SELECT ON dbo. log_shipping_monitor_primary TO [' + @serName + ']
GRANT SELECT ON dbo. log_shipping_primary_databases TO [' + @UserName + ']
GRANT SELECT ON dbo. sysjobs T0 [ + @UserName + ']

GRANT SELECT ON dbo. sysjobhistory T0 [' + @UserName + ']

GRANT SELECT ON dbo. suspect_pages T0 [' + @UserName + ']

IF EXISTS(SELECT 1 FROM sys. objects WHERE name = ''MSdistributiondbs’') GRANT SELECT ON dbo.MSdistributiondbs TO [' + @UserName + ']

EXEC sp_executesql @Command

——user databases permissions

SET @Command =’

USE [?]:

IF EXISTS (SELECT 1

FROM sys. databases d LEFT JOIn sys. dm_hadr_database_replica_states r ON d. database_id = r. database_id WHERE d. is_read_only = 0 AND (r. is_primary_replica = 1 OR r.is_primary_replica IS NULL)
AND d. name = DB_NAME() )

BEGIN

GRANT SELECT ON sys. foreign keys TO [* + @UserName + ']

GRANT SELECT ON sys. database files TO [ + @UserName + ']
GRANT SELECT ON sys. allocation_units TO [ + @UserName + ']
GRANT SELECT ON sys. extended properties TO [' + @UserName + ']
GRANT SELECT ON sys.objects TO [ + @UserName + ']

GRANT SELECT ON sys.partitions TO [* + @UserName + ']

GRANT SELECT ON sys. schemas T0 [ + @UserName + ']

GRANT SELECT ON sys. indexes TO [ + @UserName + ']

GRANT SELECT ON sys. internal _tables T0 [' + @UserName + ']
GRANT SELECT ON sys. database_principals TO [ + @serName + ']
GRANT SELECT ON sys.all_objects T0 [ + @UserName + ']
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GRANT SELECT ON sys. database_permissions T0 [ + @UserName + ']
GRANT SELECT ON sys. database_role_members TO [ + @UserName + ']
END

EXECUTE master. sys. sp_MSforeachdb @Command

SET @Command =

USE [71;

IF EXISTS (SELECT 1

FROM sys. databases d LEFT JOIn sys.dm_hadr_database_replica_states r ON d. database_id = r. database_id WHERE d. is_read_only = 0 AND (r. is_primary_replica = 1 OR r.is_primary_replica IS NULL) AND d.name = DB_NAME() )
BEGIN

GRANT SELECT ON sys. symmetric_keys TO [ + @UserName + ']
GRANT SELECT ON sys. asymmetric_keys TO [ + @UserName + ']
GRANT SELECT ON sys. assembly_modules TO [ + @UserName + ']
GRANT SELECT ON sys. assemblies TO [ + @UserName + ']

GRANT SELECT ON sys. assembly_types TO [ + @UserName + ']
GRANT SELECT ON sys.xm|_indexes T0 [ + @UserName + ']

GRANT SELECT ON sys.columns TO [' + @UserName + ']

GRANT SELECT ON sys. index_columns TO [ + @UserName + ']
GRANT SELECT ON sys. foreign_key_columns TO [' + @UserName + ']
GRANT SELECT ON sys. tables TO [' + @UserName + ']

GRANT SELECT ON sys. numbered_procedures TO [ + @serName + ']
GRANT SELECT ON sys. database_audit_specifications TO [ + @UserName + ']
GRANT SELECT ON sys. filegroups TO [' + @UserName + ']

GRANT SELECT ON sys.stats T0 [' + @UserName + ']

GRANT SELECT ON sys. sysindexes TO [' + @UserName + ']

GRANT SELECT ON sys. check_constraints T0 [ + @UserName + ']
END

EXECUTE master. sys. sp_MSforeachdb @Command

FHEART SN RICHFATSNIIERZHIRT ILELNHIBENHYFETH. TOLSILHEE, CCTRESNDRV YT HEEAT
PBAENHYFET:

—-Clean procedure. &#)IZ RaaSUser #FR L THEENDtYavE QT4+ T
DECLARE @UserName nvarchar (255) = 'Domain¥RaaSUser’
@Command nvarchar (max)
SET @Command = "USE [?];
IF EXISTS(SELECT 1 FROM sys. database_principals WHERE name = "'’ + @UserName + ")
DROP USER [' + @UserName + ']: '
EXECUTE master. sys. sp_MSforeachdb @Command
SET @Command = "USE master;
DROP LOGIN [' + @UserName + ']’
EXEC sp_executesql @Command
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